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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Network Service Billing, Inc. hereby submits
its Annual 64.2009(e) CPNI Certification.

If you have any questions or if 1 may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

e J.M. Steinhart
orney for

etwork Service Billing, Inc.

Enclosures
cc: Peter A. Lagergren
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I, Peter A. Lagergren, President of Network Service Billing, Inc., certify that I am an
officer of the company named above, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Network Service Billing, Inc.'s procedures ensure that the company is in compliance
with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Name: Peter A. Lag
Title: President

FCC Annual Filing



Federal Communications Commission
Page Three

Annual 47 C.P.R. § 64.2009(e) CrN! Certification

EB Docket 06-36

Network Service Billing, Inc. has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI , andwhat steps companies are taking to protect CPN!.

Network Service Billing, Inc. has not received any customer complaints in the
past year conceming the unauthorized release of CPN! (number of customer complaints a
company has received related to unauthorized access to CPN!, or unauthorized disclosure
of CPN!, broken down by category 01' complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
infonnation, 01' instances of improper access to online information by individuals not
authorized to view the information).

Signed =---,--::c----=--c:---­
Peter A. Lagergren, President

FCC lmnual ~".i.ling
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Exhibit A

Network Service Billing, Inc.

Compliance Requirements



Network Service Billing, Inc.
7251 W. Lake Mead Blvd.

Suite 300
Las Vegas, Nevada 89128

Compliance Requirements

NetworK Service Billing, Inc, ("Company") maintains the following operating procedures to ensure compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64,Z005 Usc Qf customer proprietary network information without customer
approval.

(a) Any telecommunicatioDs carrier may use, disclose) or permit access to CPNl for the purpose of
providing or marketing service offerings among the categories of service (i.e.• local) interexchunge, and
C:M:RS) to which the oustomer already subscribes from the same carrier, without customer approval.

(1) If a telecommunications ernier provides different categories of service, and a customer
subscribes to more than one categOly of service offwed by the cwrler, the carrier is permitted to share
CPNI among the carrier's affiliated entities that provide a service offering to the ~ustom.er.

(2) If a telecommunications carrier provides different categories of service, but a customer does
not subscribe to mote than one offering by the carrier, the carrier is not permitted to share CPN1 willi its
affiliates, except as provided in §642007(b).

(b) A telecommunications carrier may not use1 disclose, or pennit access to CPNl to market to a
·cust01n~r service offmngs that are within a category of ,service to which the subscriber does not already
subscribe from that carrier. tmless that carrier has customer approval to do so. except as descnoed in
paragraph(c) of1h.is section.

(1) A wireless provider may use~ disclosc~ orpennit acceS$ to CPNI derived from its provision of
CMRS, without customer approv~ for the provision of ePE and information service(s). A wireline ca.rrier
may use, disclose or permit access to CPNI derived from its provision of local exchange service. or
interexchange service, without customer approval, for the provision of CPE and <:lall answering, voice roan
or messaging. voice storage and T~'ievat services, fax store lllld forward. and pTQtocol conversion,

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identify or
track customel'S that call competing service providers. For example, a local exchange carrier may not use
local service CPNl to track all customers that calliooat service competitors.

(c) A telecommunications carrier may use, disclose. or permit access to C'PNI, without customer
approval, as desoribed in this paragraph (0).

(1) A telecommunications carr.ier may usel disclose, or permit access to CPNl, without custorner
approval, in its provision of inside wiring instalIati¢n. maintenance, and repair services,

(2) CMRS providers may use, disclose, or permit access to CP'NI for the purpose of conducting
research on the health effect, ofCMRS.



(3) LECs, CMRS providers, and interconnected VolP providers may use CPNl, Witllout customer
approval, to 111arket services formerly known as adjtulcHo-basic services, such as, but not limited to, speed
dialing, computer..provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller ID., call forwarding, and certain Centrex features,

(d) A telecommunications carrier may usc, disclose, or pelmit access to CPNI to protect the rights
. ~ ~~!J?!£.P~E~_~f the~ier,_~protect ~sel'S of3.hose services and other carriers from fraudulent, abusiv~ or

u111aw'fUltlSe of, or sUbscnption to, such services.

The Company has adopted specific CPNl policies to ellsure tltat, i/l the absence ofcustolller approval,
CPNI Is only used by tlze Company to provide or market service offerings among the categories of
service (i.e., local, iuterexchange, altd eMIrS) to Il'ltich the customer already subscribes. The
Compally'S CPNI policies proilibit the sharillg of CPNI witlt affiliated companies, except a.! permitted
/lllder Rule 64.2005(a)(1) or with cuslomer approvalpurmallt to Rule 64.2007(b). Theollly excepliolls
to Iltese polici"" are as permitted ullder 47 U.S.c. § 222(d) a",lRule 64.2005.

Section 64.2007 Approval required for use of customer proprietary network inform,atton.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shall bear the but'den of demonstrating
that such approval bas been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use> disclose, or permit access to a customer's CPNI obtained by a
teleco:mm~ications carrier must remain in effect until the customer revokes or limits sucb approval or
disapproval,

(3) A telecommunications carrier must maintain records of approval, whether oral j written or
electronic, for at least one year.

In all circumstances where customer approval is required to use, disclose or permit access to CPNl, the
Company's CPNIpolkie,· require lI,at the Company oblaill customer approval t/lrollgh written, oral or
electronic methoM in compliance with Rule 64.2007. A customer's approval or disapproval remains iff
effect Ulltil the custo't1ter revokes or limits tlte approval or disapproval. Tlte Company maintains record$'
ofcustomer approval (wllether written, oral 01' electronic) for a minimum ofoneyear.

(b) Use ofOpt-Out and Opt-In Approved Processes. A teleconWUIlications carrier may, subject
to opt-out approval or opt"in approval) use its customer.'g individually identifiable CPNI for the purpose of
marketing communicatiolls-related services to that customer, A telecommunications carrier may, SUbject to
optpout approval or opt-ill approval, disclose its customer's individually identifiable CPNI, for the pmpose
of marketing communicatfons-related services to that customer, to its agents and its affiliates tllat provide
communications-related services. A telecommunications carrier may also pemlit such person or entities to
obtain access to such CPNI for such purposes, Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragrapb, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a teleconununications carrier
may only use, disclose, or permit access to its customer's individ.ually identifiable CPNI subject to opt-in
approval.

Tlte Company does flot use CPNI for «10/ purpose (includiltg marketing communications4etated
services) altd does 'ltot disclose or graltt access to CPNI to anyparty (including to agents or affiliates that
provide commulfications..related services), except as permitted under 47 U.S.C. § 222(d) amI Rule
64.2005.
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Section 64.2008 Notice required for use of customer proprietary network information.

(a) Notification, Generally. (1) Prior to any solicitation for C'lstomer approval, a
telecominunicatiolls carrier mUst provide notification to the- customer of the customer's right to restrict use
of, disclose of, and access to that customer's ePNI.

. ---e (2) A telecommunications carrier must maintain records of notification, whether oral, written or

.~ electronJc-;-fOi'atIeast one year.

(b) Individual notice to customers must be provided wllen soliciting approval to use, disclose, or
permit access to customers' CPNI.

(c) Content ofNotice. Cnstomer notification must provide sufficient information to enable the
customer to make an informed dedsion as to whether to pennit a carrier to use, disclose, or permit access
to, the customer's CPNl

(1) The notification must state that the customer has a right, and the carrier has a duty> under
federai law, to prot""t the confidentiality of CPNl.

(2) The notificatiDn must specify ti,e types of information that constitute CPNl and the specific
entities that will receive the CPN1, describe the purposes for which CPNI will be used, and infoml the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to ePNl at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny .ccess to CPNI, and Illust clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting Ii'om the lack of
access to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If wrItten notification is provided, the notice must be clearly legIble, use suffIciently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If allY portion of a notification Is tninslated into another language, then all portions of the
notification must be translated into that languag~.

(7) A carrier may state in the notification that the customer's approval to use CPNl may cnhauce
the carrier's ability to offer products and services tailored to the customer's needs. A calTier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affinnative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze thirdMparty access to CPNI.

(9) The notification must state that any approval, or denial of approval for ti,e use of CPN]
outside of the service to whi,ch the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or deniaL

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's epNI rights.

The Companyls CPNI policies require t!tat customers be ltotified of thelr riglus1 and tlte Company's
obligations, with respect to CPNI prior to any solicitation for customer approvaL Alll'equired customer
notices (whether written, oral or electronic) comply with tlte requirements of Rule 64.2008. The
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Company maintains teCQras of all required customer notices (whether written, oral Or electronic) for a
minimum ofone year.

(d) Notice Requirements Specific to Opt-Out. A telecommunications oarrier must provide
notification to obtain opt~out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) ofthis section). The contents of any such notification
must comply with the requirements ofparagraph (c) of this section.

(1) Carriers must wait a 30-day minimum period of time after giving customers notice and an
oppOltunity to opt-out before assuming customer approval to use, discloS61 or permit access to CPNI. A
carrier may) in its discretion, provide for a longer period, Can'iers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case ofan electronic fODD of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the case of notification by mail, the waiting period shall begIn to run on the third day
followhlg the date that the,notification was In.ailed.

(2) Carriers using the opt~0U:t mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers that use e-mail to provide opt~out notices must comply with the
foUOWlllg requirements in addition to the requirements generally applicable to notification;

(1) Carriers must obtain express, verifiable, prior approval from consumers to seud notices via e·
mail regarding their service in general, or CPNI in particular;

(il) Can'icl's must allow customers to reply directly to e~mails containing CPNI notices ill order to

(iii) Opt-out e-mail notices that are" retwned to the carrier as undeliverable must be sent to the
.customer in another form be-fore carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI llotic.s must ensUre that the subject line ofthe message
clearly and accmately identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a <:ombination of methods) so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

The Company does not curre1ttly solicit flopt out" customer approval/or the use or disclosure o/CPNI.
The Company does not use CPNI for allY purpose (including marketing C01tu1tllllications~related

services) alld does 1I0t disclose or gralll access to CPNf 10 any party (illo/riding 10 agell/S or affiliates thaI
provide communications-related services), except as permitted under 47 U.S.c. § 222(d) and Rule
64.2005.

(e.) Notice Requirements Specific to Opt-ln. A telecommunications carrier may prOVide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents of any such
notification must comply with the requirements ofparagraph (c) ofthis section,

The Company does not currently solicit "opt in" customer approval/or the use or disclosure Of CPNJ.
Tlte Company doe~' not use, disclose or grant access to CJ}Nl for any purpose, to any party or ill allY
manner that would require a customer's "opt in" apPMvfl[ under the Commission's CPNI Rules.
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(f) Notice Requirements Specific to One-Time Use ofCPN!. (1) Carriers may use oral notice to
obtain Jimited~ one¥time use of CPNI fo)' inbound and outbound customer telephone contacts for the
duration'oftbe call~ regardless of whether calTiers use opt-out or opt~in approval based on the nature of the
Contact.

(2) The contents of any such notification must comply with the requirement, of paragraph (c) of
..•.• __."..,.,_0'. •__'"," __",th'iis section, except that telecommunicationscalTiers ~ayomit any of the following notice provisions ifoot

--- relevant to f1ie1lriirteCf'use for wniCh"'11lecarnef'seeKs c15:NT-"

(i) Carriers need not advise oustomers that if they have opted~out previously, no action is needed
to maintain the opt~out election;

(il) Carriers need not advise customers that tiley may share CPNI with their affiliates or third
parties and need not name those entities, if the limited ePNI usage will not result in use by, or disclosure
tO l an affiliate or third party;

(iii) Carriers need not disclose the means by wMch a customer can deny or withdraw future access
to CPNI, so long as carriers explant to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of thc precise steps a customer must take in order to grant or
deny access to CPNl, as long as the carrier clearly coxmmmicates that the customer can dClly access to his
CPNl for the call.

In instances where the Company seeks one-time customer approval fOT tlIe use or disclosure of CPNI,
tlte Company obtains slich approval in accordance with tile disclosures, methods and requirements
coll/uilled ill Rule 2008(j).

Section 64.2009 Safeguards reqnired for use of customer proprietary network information.

(a) Telecommunications carriers must implement a system by which the status of a customer's
CPNI approval can be clearly established prior to the use ofCPNI.

The Compuny1s hilling system allows authorized company personnel to easily determine the status Of a
customer's ePNl approval on the customer account screen prIor to the use or disclosure of ('PN/.

(b) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use CPNI. and carriers must have an express disciplinary process in place,

The Company has establisheu CPNI compliance policies that include employee trainillg on restrictions
011 the use and disclosure Of CPNI ami required safeguards to protect agaiust unauthorized use or
disclosure ofCPNL Employees have slglled that they uflilerstalld Ihe CPNI policies ulld u violut/oll of
those policies will result ill disciplinary acJlon.

(c) All carriers shal! maintain a record, electronically or in some other marmer> of their own and
their affiliates' sales and marketing campaigns that use their customers' ePNI. AU carriers shall maintain a
record of all instances where CPNI was disclosed or provided to thkd parties j or where third paIties were
allowed access to CPNI. The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum of one year.

Tile Compully's CPNI policies reqllire Ihal ul/ sules I11ld marketillg cumpalglls InclUding those utill,llIg
CPNI be recorded alld lieI'I Oil file for at leust Olle year. Recards ure ulso muilltailledfor disclosure or
access to CPNI by l/lirdpurlles. The records illclude Ille requireli illformal/olliisted ill Rule 64.2009(c).
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Cd) Telecommunications calTiers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out~bound marketing situations and maintain records of carrier
compliance for a minimum period of one year. Specifically> sales persolU1el must obtain supervisory
approval of any proposed outMbound marketing request for customer approval.

The Company's CPNI policies require empioyees 10 ablaiu approval from Ilze Company's CPNI
...• t;;'!111l!1ianJ'.!1_J1fJ1cer for all markeulJg camJ!!1ig!l& includiJ]g Iltose ulift,fEg CPNj, prior to iUilialing.~llC'la:"I _

campaign. RecQrd of the marketing campaigns, along with the appropriate supervisory approval is
mailltail1edfor at least olte year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state ill the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ens"\.U·e compliance with the rules in this subpart. The carrier must provide fI statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
comp1fance with the roles in this subpalt Tn addition, the c:1U1'ier must include an explanation of any
actions taken against data brokers and a summary of all customer con"lplaints received in the past year
concerning the unauthorized release of CPNl. Tins filing must be made annually with the Enforcement
Bureau on or before March 1 in BB Docket No. 06 w 36) for data pertaining to the previous calendar year.

Tlte required Officer certification, actIons taken against data hrokers and summary Of cu....tomer
complaint documents are included with tltis accompanying statement. Thft Company will file these
documents on an annual basis on or before March 1 for data pertaining to the previowi calendar year,

(f) Carriers must provide written notice within flve business days to the Conunission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
optMout is more than an anomaly.

(1) The notice shall he in the fonn ofa lettel, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will bolwa,
implemented, whether the relevant state commission(s) has' been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt~out.

The Company does not currently solicit f(Opt out" customer approval/or tile use or disclosure o/CPNI.

Section 64.2010 Safeguards on tlle disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in-store visit

The Company's CPNf policies and employee training include reasonable measures to (!iscover and
protect against activity that is iudicative ofpretextlng and employees are instructed to notffy the CPNI
Compliance Officer ifany such activity is suspected.

(b) Telephone access to CPNJ. Telecommunications carriers may only disclose cali detail
information over the telephone, based on customer-initiated telephone contact, if the customer first
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose calt detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the customer is able to provide call detail infonnation to the telecommunications carrier dm-ing a
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customer~initiated call without the telecommunications carrier's assistance, then the telecommunications
catTier is permitted to discuss the call detail infonnation provided by the customer.

The Company's CPNI policies ensure that a customer is only able to access call detaillnjormatlon over
tile telepholle 111 Olle of the ways listed ill Rule 64.20IO(b). If the customer cannot remember their
password, they are prompted to altswer a security questioll. Neither the pasSlPord ltor tlte security

~._ ..._. . , '1!!!?ti01L!!!H.. bIlsed 011 re~dily ,Qva{labw blO(T'!!l!.l!lCJ!!!...!:!J[fJr~I!!!!Ji!!!-!!.!~Y~I.L!!J[orma.~!!!!!~_S!!!P!!E!::r;- _
service representattves are instructed to authenticate customers over tile telephone in till instances except
in the case where the customer pl'ovldes the caY detail iJiformation witltout the assistll1u:e of the
Company.

(c) Online access to CPNI. A telecommunications catTier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to ePNI related to a telecommunications service account Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) of tllis section, that is not prompted by the catTier asking for readily
available biographical information, or account information.

11te Company's customers do not currently have access tQ their account onllJle.

Cd) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to the telecommunications CatTier or its agent a valid photo
1D matching the customer's account information.

There are no retail locations.

Ce) Establishment of a Password and Back-up Authentication Method' for Lost or Forgotten
Passwords. To establish a password, 'a telecommunications carrier must authenticate the customer without
the use ofreadily available biographical info.rmation~ or account information, Telecommunications carriers
may create a back~up customer authentication method in the event of a lost or forgotten pMsword, but such
;back~up customer authentication method may nQt prompt the customer for readily available hiographical
:information, or accOlmt infonnation. Jf a customer cannot provide the correct password or the COlrect
response for the back~up customer authentication method, the customer must establish a new password as
described in this paragraph.

Tile CompallY's CPNI policies allow for a few ways to establish a password, all of whicll ellsure
compliance with the above paragraph. Each method also allows the customer to establish a badc-up or
security question in the event that they forget their password. In 110 event does lite Company use readily
available biographical information or account information as a baCk-Up question or as a means to
establish a'password or authenticate the customer.

(1) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a catTier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The Company's billlllg system geller«tes a notification letter wllell any of the fields listed In Rule
M.20W(/) is created or changed. Tlte Compally hllmedlaiely mails out tlte 1l0tificatlon to tlte address of
record (never a lleW address) wlten reqnlred by Rule 64.2010(/). The colllelll ofthe IlOtificatiOlt complies
with tlte requirements ojRule M.20IO(j).
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection of CPNI.

Tlte Company does not utilize tile business customer exception at tfJis time.

Section 64.2011 Notification of customer proprietary network information security
breaches.

(a) A teleconununications carrier shall notify law enforcement of a breach of its customers' CPNI
as provided in this sectioll. The carrier shall not notify its customers or disclose the breach publicly>
whether voluntarily or under state or local law or these rules> until it has completed the process of notifying
Jaw enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, ailer reasonabie
detennillation of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of blVestigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting facility at http://www.fcc.gov/eb/cpni.

(I) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to the"public until 7 full business days have passed after notification to the USSS and
the FJ31 except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class of affected
customers sooner than otherwise anowed under paragraph (1), in order to avoid immediate and irreparable
harm> it shall so indicate in its notification and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agenci s request to minimize any adverse effects of such cllstomer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
:customers would impede or compromise an ongoing or potential criminal investigation or national security)
SUch agency may direct the carrier not to so disclose or notify for an initial peliod. of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compl'omise a criminal investigation or national security
and such writings shall be cOlttemporaneously logged On the same reporting facility that contains records of
notifications filed by carriers.

(c) Recol'dkeeping. All carriers shall maintain a record, eleclronically or in some other malmer) of
any breaches discovered, notification made to tile USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include) if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach> and the circumstances of the breach.
Carriers shan retain the record for a minimum af2 years.

.The CQmyany has policies undproceilures in place to ensure compliance with Rule 64.2011. When it is
reasonably delerm/lled Illat a breacll has occurred, l1Ie CPNI Compliallce OffICer will Ilol/jji law
enforcement and its customer in tile reqUired time/rames. A record of the breach will be maintailledjQf
a mlllimum of two years alld will Include all Illformation required by Rule 64.2011.

8


